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HIPAA/PRIVACY POLICIES
I.
General

Feet 1st Shoes, Inc. doing business as Feet 1st Shoes (the “Company”) is a health care provider covered by federal privacy standards promulgated under the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) and published at 45 C.F.R. Part 160 and Part 164, Subparts A and E (as amended, the “Privacy Standards”).  In order to comply with the Privacy Standards, the Company is required to, among other requirements, adopt and maintain written policies and procedures governing both (i) its use and disclosure of Protected Health Information (defined in paragraph 3 of this Section I, below), and (ii) its overall compliance with the Privacy Standards.  The Company has had these policies reviewed by local health care attorneys for any additional requirement of the State law for the State(s) in which we practice.  Those additional requirements are listed in Exhibit A.

As a healthcare provider, the Company intends to comply fully with the Privacy Standards but also recognizes that its compliance will depend, in part, on the cooperative efforts of other health care providers including local hospitals with which the Company is affiliated.  The policies set forth below have been prepared in reliance on the “scalability” provisions of the Privacy Standards and accompanying federal guidance that permit the implementation of reasonable privacy policies which take into account the size and nature of the Company’s activities.  

1.
Effective Date.  The effective date of these policies is January 1, 2009 (the “Effective Date”).  

2.
Maintenance of Policies.  A copy of these policies will be maintained at the patient-care offices of the Company and at the offices of its business manager and made available to all employees of the Company (i) as part of the training described in Section VI.1, below, and (ii) thereafter upon request.  The Company will promptly update its privacy policies as changes in the law or in its activities may require.

3.
Protected Health Information.  For purposes of these policies, the term “Protected Health Information” means any health information maintained by the Company (or by the business manager or any other person or entity on behalf of the Company) that may be used to identify the individual patient to whom it relates.  Protected Health Information is referred to in these policies as “PHI.”  It is important for all Company employees and contractors to recognize that PHI may include any information that relates to the health or condition of a patient, including the fact that he or she received DMEPOS/medical services from the Company.  As a result, a patient’s name, address, social security number, birth date or other personal data, if they are maintained by the Company, may constitute PHI and must be protected in the manner described below.

4.
Other Defined Terms.  Capitalized terms that are not defined in these policies shall have the meanings ascribed them in the Notice (hereinafter defined) or, if not defined in the Notice, in the Privacy Standards.  

II.
Notice of Privacy Policies
1.
General.  The Company is required to create and deliver to its patients, in the time and manner set forth in the Privacy Standards, a notice describing its privacy policies and containing certain other information.  Until such time as it is amended to accommodate changes in applicable law, the Company’s notice of privacy policies will be in the form attached as Exhibit B (the “Notice”).  To the extent that there is any conflict between these policies and the attached Notice, the Notice will govern. 

2.
Delivery.  The Notice will be delivered or made available to all patients as follows:

a.
Initial Service at Company’s Office Location(s).  The Company is required to deliver Notice to each patient on or prior to the date on which the Company first provides the patient with DMEPOS/medical services at its office locations(s).  

b.
Initial Service at Hospital. From time to time, the employees of the Company may provide DMEPOS/medical services to patients at one or more local hospitals (the “Hospital’).  The Company has reviewed the notice of privacy policies prepared by the Hospital. This notice has been prepared to include hospital-based practitioners within the list of Covered Entities to whom it applies.  The Company has determined that such notice(s) properly represents the Company’s privacy policies.  Each Hospital has made appropriate assurances, on which the Company will rely, that it will provide joint notice of the Company’s and the Hospital’s privacy policies (“Joint Notice”) to patients as part of the Hospital’s pre-operative procedures.



It is the Company’s expectation that most patients (other than emergency room patients) will first be examined by Company employees at its office locations and will receive a copy of the Notice during such initial visit.  In the event of a conflict between the Notice and the Joint Notice with respect to PHI held by the Company, the terms of the Notice shall apply; provided, however, that the Company shall, under such circumstances, (i) make every effort to reconcile the Notice and the Joint Notice and interpret and implement their provisions consistently, and (ii) use and disclose PHI in the manner that best preserves its confidentiality and most closely observes the Privacy Standards’ requirements.  

c.
Emergency Services.  If the Company’s employees provide DMEPOS/medical services to a patient in an emergency situation at the Hospital (for example, emergency room services), the Hospital will mail a copy of the Joint Notice on behalf of the Hospital and the Company to the patient as soon as possible following the services.

d.
Upon Request.
  The Company will provide a copy of the Notice to patients upon request.

e.
Posted.  The Notice will be posted prominently and made available to patients at all office locations at which the Company treats or sees patients.

f.
Electronic.  If the Company maintains a website on which it provides information related to its DMEPOS/medical services, the Notice will be posted prominently and made available on the Company website.

3.
Acknowledgment.  The Company (and the Hospital, if applicable,) will use reasonable efforts to secure each patient’s written acknowledgment that he or she has received a copy of the Notice (or the Joint Notice (depending on the site of service)) on the date of initial service.  If a patient refuses to acknowledge receipt of the Notice/Joint Notice, or refuses to accept it the Company (or Hospital) will record in writing its efforts to secure acknowledgment.



If the Company (or Hospital) provides notice to a patient via mail following emergency DMEPOS/medical services, the Company or Hospital will deliver, together with the Notice/Joint Notice, a form on which the patient may acknowledge in writing his or her receipt of Notice/Joint Notice, together with a self-addressed stamped envelope for the patient’s use in returning the acknowledgment to the Company or Hospital, as the case may be.



The Company will use its best reasonable efforts to secure, from the Hospital, copies of all acknowledgments or other documentation secured or prepared under this Section II.3.
4.
Mitigation.  The Company will mitigate promptly the effects of any use or disclosure of PHI that is not permitted by the Notice or the Privacy Standards.

5.
Amendment.  In the event that the Notice is amended, the Company will deliver copies of the revised Notice promptly to Company personnel.  Company personnel are responsible for reviewing any revised Notice upon receipt.

6.
Approval of Board of Directors.  The Company’s Board of Directors may authorize or approve any matter that is reserved by these policies to the discretion of the Privacy Officer (hereinafter defined).  In addition to any other duties set forth in these policies, the Board of Directors will be solely responsible for periodically reviewing the Notice provided to patients at each hospital at which the Company provides DMEPOS/medical services to ensure that such notices properly represent the Company’s policies set forth herein.
III.
Use and Disclosure of PHI
1.
General Policy.  The Company shall not, and shall not permit its contractors or agents to, use or disclose PHI for any purpose other than as permitted by the Privacy Standards and state law.  For purposes of these policies, the Company’s use and disclosure of PHI shall be limited to the following:

a.
To the Patient.  Disclosure to the individual patient or his or her personal representative, upon request;

b.
Treatment.  Use and disclosure for the DMEPOS/medical treatment by the Company or another Covered Entity of a patient;

c.
Payment.  Use and disclosure in connection with payment activities undertaken by the Company;

d.
Payment Activities of Other Covered Entities.  Use and disclosure in connection with payment activities undertaken by another Covered Entity, if approved by the Privacy Officer;

e.
Health Care Operations.  Use and disclosure in connection with the Company’s health care operations or, with the Privacy Officer’s approval, those of another Covered Entity; 

f.
Incidental.  Use and disclosures that are incidental to another use or disclosure permitted by this Section;

g.
Permitted by Law.  Use and disclosure permitted by law, as determined by the Privacy Officer; and

h.
Authorized.  Uses and disclosures pursuant to the patient’s written authorization, as approved by the Privacy Officer.

2.
Minimum Necessary.  When using or disclosing PHI, the Company shall make reasonable efforts to limit the PHI used or disclosed to the minimum necessary to accomplish the intended purpose of the use or disclosure.  In addition, when requesting PHI from another Covered Entity for the Company’s payment functions or health care operations, the Company shall use reasonable efforts to limit the PHI requested to the minimum necessary to accomplish the purpose for which it is requested.  In responding to a request for PHI from another Covered Entity, Company personnel may rely on the Covered Entity’s representation that the PHI requested represents the minimum necessary to accomplish the intended purpose of the disclosure.  The Company shall require its business manager and other contractors and agents to use their reasonable efforts to limit use, disclosure and requests for PHI to the minimum necessary.



Company employees, contractors and agents having any question regarding whether a particular use, disclosure or request is for the “minimum necessary” PHI shall consult with the Privacy Officer and thereafter abide by his or her decision.


When the Minimum Necessary Standard does not apply.  The minimum necessary standard shall not apply to the following uses and disclosures:

a.
Disclosures to another health care provider for treatment of a patient;

b.
Disclosures to the individual or his or her personal representative;

c.
Disclosures authorized by the patient and approved by the Privacy Officer; and 

d.
Other disclosures required by law, as determined by the Privacy Officer.

3.
Safeguards.  The Company is required to adopt reasonable administrative, technical and physical safeguards to ensure that PHI is not used or disclosed except in accordance with the Privacy Standards.  In addition to other standards that are promulgated from time to time by the Company, all Company employees and contractors shall observe the following policies:

a.
Speaking as quietly as is feasible when discussing a patient’s condition or other PHI in a reception or other public area;

b.
Limiting the information disclosed on sign-in sheets, if any, used by the Company (whether in a hospital setting or otherwise) to the patient’s name, telephone number and time of arrival; 

c.
Limiting publicly-addressed announcements to a patient’s name and the area or person to which he or she is to report;

d.
Escorting and supervising non-employees in all areas in which DMEPOS/medical records or other PHI are accessible;

e.
Closing all charts that are located in public areas and are not currently in use (including securing charts at the end of the day); 

f.
Avoiding the use of patient names or the discussion of PHI in public areas or with persons who do not have a DMEPOS/medical or professional need to know such information; 

g.
Orienting all computer screens on which PHI is displayed to avoid inadvertent public disclosure;   

h.
Using password-protected screen savers on all computers through which PHI is accessible; and

i.
Limiting or supervising access to fax machines on which PHI is transmitted or received.

4.
Subpoenas and other Legal Process.  All subpoenas and other requests for DMEPOS/medical records or other PHI that are not made by the patient who is the subject of the PHI (or his or her personal representative) should be forwarded to the Privacy Officer within twenty-four (24) hours of receipt.  Subpoenas will be processed as follows:



Certification.  Any attorney who issues a subpoena for patient DMEPOS/medical records must certify that (1) the requester has made a good faith attempt to provide written notice to the individual whose DMEPOS/medical records are at issue, at that individual’s last known address; (2) the notice included sufficient information to permit the individual to raise an objection to the court; and (3) the time for the individual to raise objections to the court (15 days in most States, see Exhibit A), and either no objections were filed or all objections have been resolved by the court and the disclosures being sought are permitted. After receiving a subpoena, the Privacy Officer will review it to determine whether the requester has included the requisite certifications.  If they have not, the Privacy Officer will modify the model response attached as Exhibit C hereto and send it to the requester in order to obtain any additional certification required.



No Certification or Motion to Quash Filed.  If an attorney notifies the Privacy Officer that a motion to quash has been filed and is pending, the Privacy Officer will file the requested documents under seal with the court by (i) enclosing the documents in an envelope with a cover sheet that reads “CONFIDENTIAL INFORMATION—PATIENT DMEPOS/MEDICAL RECORDS,” (ii) marking the envelope with the same information on both sides, as well as the name of the case and its docket number; and (iii) delivering the documents to the clerk of court under cover of a letter explaining that confidential health care records are enclosed and are to be held under seal because a motion to quash has been filed.  

IV.
Patient Rights
1.
Right to Access to PHI.  Subject to certain limits imposed by the Privacy Standards and state law, each patient has the right to access and review PHI maintained by the Company with respect to the patient.  All Company employees and contractors shall forward patient requests for access to PHI to the Privacy Officer within two (2) days of the request.  The Privacy Officer shall thereafter control the response to such requests.

2.
Right to Request Confidential Communications.  The Privacy Standards permit patients to request that the Company communicate with them using alternate methods or at alternate locations, and require the Company to accommodate reasonable requests.  All Company employees and contractors shall forward patient requests for confidential or alternative communications to the Privacy Officer within two (2) days of the request, and the Privacy Officer shall thereafter control the response to such requests.  



Ad Hoc Requests.  This policy shall not apply to ad hoc requests for confidential communications made on a case-by-case basis (e.g., a patient’s request that the practitioner step into another room to discuss his care, or wait until third parties have left the room), which shall be reasonably accommodated by the Company employee or contractor to whom such request is made.   However, in order to ensure the Company’s compliance with Patient requests, Company employees and contractors shall not agree to alternate methods or locations of communication on an ongoing (rather than one-time) basis without the prior approval of the Privacy Officer. 

3.
Right to Request Additional Restrictions on Use and Disclosure of PHI.  The Privacy Standards permit individuals to request restrictions on the use and disclosure of their PHI in addition to those required by the Privacy Standards.  All such requests shall be forwarded to the Privacy Officer within two (2) days of receipt, and the Privacy Officer shall thereafter control the response to such requests.  No Company employee or contractor shall agree to a request for additional restrictions on the use and disclosure of PHI without the Privacy Officer’s prior approval. 
4.
Right to Request Amendment of PHI.  Patients may request the amendment of PHI maintained by the Company if they believe that it is inaccurate or incomplete.  All requests for the amendment of PHI shall be forwarded to the Privacy Officer within two (2) days of the request.  The Privacy Officer shall thereafter be responsible for responding to the patient’s request and, if applicable, making the proposed amendment in consultation with Company practitioners and other professional staff.

5.
Right to Request an Accounting.  The Privacy Standards permit patients to request and receive an accounting of the Company’s uses and disclosures of their PHI during the six (6) years preceding the request (but not prior to the Effective Date).  For example, a patient who requests an accounting of disclosures of his or her PHI on May 1, 2008 is entitled to an accounting for the period from the Effective Date through May 1, 2008.  The Company is not required to account for uses and disclosures of PHI that are either (a) made to the individual or with his or her authorization, or (b) made in connection with treatment, payment or health care operations, as described in Section III, above.  All other uses and disclosures of PHI by the Company (“Reportable Disclosures”) are to be approved by and made under the supervision of the Privacy Officer (see Section III).  The Privacy Officer will be responsible for the preparation and delivery of any accounting requested by a patient under this Section.  Company personnel are individually responsible for reporting to the Privacy Officer in writing any Reportable Disclosure of which they become aware.  All requests for an accounting of disclosures are to be forwarded to the Privacy Officer within two (2) days of receipt.  

6.
Complaints.  The Privacy Standards, as well as the standards of good practice observed by the Company, permit patients to file a complaint with the Privacy Officer or with the Secretary of the U.S. Department of Health and Human Resources (the “Secretary”).  The Privacy Officer will be responsible for responding to all complaints received by the Company.  All Company employees and contractors shall forward complaints to the Privacy Officer within two (2) days of receipt.  Under no circumstances will the Company or any employee or contractor retaliate or otherwise discriminate against any patient who files a complaint regarding the Company’s use or disclosure of PHI. 

V.
Business Associates

The Privacy Standards require the Company to enter into an agreement with each of its business associates whose duties involve the receipt, use and disclosure or PHI from the Company and/or the creation of PHI on behalf of the Company.  

1.
“Business Associate” Defined.  For purposes of these policies, a business associate is any person or entity, other than an employee of the Company, who performs, on behalf of the Company, a function or activity that requires or involves the use or disclosure of PHI (including custom fabrication labs, administration, management, accounting and legal services).  A Covered Entity that requests or receives PHI from the Company for its own purposes is not a business associate of the Company.  


For example, neither (a) a hospital that requests health information in order to treat a patient, nor (b) a health insurer that requests PHI in order to make payment of a claim is performing activities on behalf of the Company.  As a result, neither is a business associate as a result of the activities described above.   

2.
Agreements.  The Company will enter into agreements in the form attached as Exhibit D to these policies with each of its business associates, including the practice manager.  The Privacy Officer shall be responsible for ensuring that the Company enters into business associate agreements with each of its business associates and maintaining a list of persons and entities with whom the Company has entered into an appropriate agreement (the “Business Associate Schedule”).  In addition, the Privacy Officer shall create and maintain a schedule of Covered Entities that regularly request PHI from the Company for their own purposes (the “Covered Entity Schedule”).  Company employees and contractors shall clear disclosures of PHI to persons or entities that do not appear on the Business Associate Schedule or the Covered Entity Schedule with the Privacy Officer before making any disclosure of PHI.   

VI.
Personnel Policies
1.
Staff Authorized to Use/Disclose PHI.  The office manager, Company manager and Privacy Officer (as and to the extent that such persons are designated in writing by the Company or these policies) shall be the only members of the Company’s non-practitioner workforce authorized to use and disclose PHI; provided, however, that other members of the staff shall be permitted to use PHI for purposes otherwise permitted by the Privacy Standards if such use or disclosure is supervised directly by one of the three persons named in this paragraph.  

2.
Training.   All employees and contractors of the Company will be provided, upon the commencement of their employment or engagement by the Company and thereafter not less than annually, with a copy of these policies and the Notice.  All such persons shall be required to review the policies and Notice and to certify in writing, using the form attached as Exhibit E hereto, that they have reviewed, understand and will abide by the Company’s privacy policies and procedures. 

3.
Duty to Notify and Mitigate.  Compliance with the Privacy Standards requires the vigilance and active assistance of all of the Company’s employees and other personnel.  Company employees and contractors are required to (a) notify promptly the Privacy Officer in the event that they determine that any use or disclosure of PHI has taken place which is not permitted by the Privacy Standards or these policies, and (b) cooperate and assist with efforts to mitigate the effects of any such use or disclosure, as determined by the Company and the Privacy Officer. 

4.
Discipline.  Violation of the policies and procedures set forth in this document and in the Notice will be punishable by sanctions up to and including dismissal.    

5.
Complaints.   Both patients and Company personnel are permitted to file privacy-related complaints with the Company by contacting the Privacy Officer in writing at the address set forth in the Notice.  The Company will neither discriminate nor retaliate against any person filing a complaint regarding the Company’s privacy policies.  

6.
No Retaliation.  The Company will not retaliate or otherwise discriminate against any employee or contractor who notifies it of the Company’s failure to comply with the Privacy Standards or files a complaint with the Company or the Secretary. 

7.
Privacy Officer.  As of the Effective Date, the Privacy Officer is Wade M. Nield, C.Ped..  The Privacy Officer may be reached at 904-731-3338 [telephone]. 
EXHIBIT A

Additional State Requirements
The Company practices in the following State(s): ___________________________________________
According to the Company’s attorneys, [_] there are no additional State requirements, or [_] additional State requirements are as follows:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________
EXHIBIT B

NOTICE OF PRIVACY PRACTICES

FOR PROTECTED HEALTH INFORMATION

THIS NOTICE DESCRIBES HOW MEDICAL INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU CAN GET ACCESS TO THIS INFORMATION.  PLEASE REVIEW IT CAREFULLY.

Feet 1st Shoes, Inc. doing business as Feet 1st Shoes (the “Company”) is committed to the privacy of your personally identifiable health information and will use strict privacy standards to protect it from unauthorized use or disclosure.  This Notice informs you of the Company’s privacy practices and of certain rights available to you under applicable federal and state law.

Overview of Policies

The Company is required by law to implement policies designed to ensure the privacy of your personally identifiable health information that is transmitted or maintained by the Company.  This Notice refers to such information as Protected Health Information, or “PHI.”  In addition, the Company is required to make this Notice available to you for the purpose of informing you about:

· The Company’s policies regarding its use and disclosure of your PHI; and

· Your privacy rights and other rights with respect to your PHI, including the right to file complaints with the Company or with the Secretary of the United States Department of Health and Human Services.


If you have any questions regarding this Notice or the Company’s privacy practices, please contact the Company’s Privacy Officer, at 904-731-3338 [telephone].
Effective Date


The effective date of this Notice, and of the policies described below, is January 1, 2009 (the “Effective Date”).  The Company’s use or disclosure of your PHI from and after the Effective Date will be governed by the policies described in this Notice.

I.
Use and Disclosure of Protected Health Information
A.
Required Uses and Disclosures.  The Company is required to disclose your PHI as follows:

(1)
The Company is required to permit you to inspect and copy your PHI (with certain exceptions) upon request.

(2)
The Company is required to disclose your PHI upon request to the Secretary of the U.S. Department of Health and Human Services (the “Secretary”) in connection with the Secretary’s investigation of the Company’s compliance with federal privacy regulations.

B.
Uses and Disclosures That Are Permitted Without Your Consent or Authorization.  The Company is permitted to use and disclose your PHI without obtaining your consent or authorization in connection with certain treatment activities, payment activities, health care operations, and other limited activities described below.  This Notice describes how the Company will use or disclose your PHI under such circumstances.  

(1)
Treatment.  Treatment is the provision, coordination or management of health care and related services.  The Company may use and disclose your PHI in connection with its own treatment-related activities, such as direct DMEPOS/medical treatment and activities related to continuity and coordination of care and referrals among the physicians and other health care professionals providing you with treatment or consulting in your care.  In addition, the Company may disclose your PHI to other health care professionals who are providing you with medical services.  

(2) 
Payment.  Payment includes, but is not limited to, the preparation and submission of claims and other actions required to secure payment for health care services provided by the Company or other health care providers (such as billing, claims management, collection activities, participation in reviews for medical necessity and/or appropriateness of care, utilization review and pre-authorization of health care services).  The Company may use and disclose your PHI in connection with its own payment-related activities or those of your health care provider(s), other insurer(s) and health plans and other covered entities.  For example, the Company may use your PHI to prepare and submit claims for reimbursement by Medicare, Medicaid, and other governmental and commercial third-party payors.
(3)
Health Care Operations.  Health Care Operations include most of the business operations of the Company related to health care or related services.  They may include (a) quality review and improvement programs; (b) reviewing qualifications and competence of health care providers; (c) underwriting, premium rating and other activities related to creating or renewing insurance contracts; (d) case management activities; (e) legal services and auditing; (f) business planning and development; (g) custom fabrication and/or special ordering of devices; and (h) other general business and administrative functions.  The Company may use and disclose protected health information about you as needed for its Health Care Operations and for certain operations of other health care providers, health plans and other covered entities.  For example, the Company may use PHI as part of its quality review process, to confirm that the Company and its associated health care providers are providing the highest quality of care to you and other patients. 
(4)
Treatment Alternatives; Related Benefits and Services.  The Company may use your medical information to contact you with appointment reminders and to inform you of (i) possible treatment options or alternatives, or (ii) health-related benefits or services that may be of interest to you.

C.
Uses and disclosures that require that you be given a prior opportunity to agree or disagree.  The Company is permitted to release your PHI to a close friend, family member or other individual who is involved in your medical care, or who helps pay for your care, if (i) the PHI is directly relevant to the person’s involvement with your care or payment for that care, and (ii) you have either agreed to the disclosure or have been given an opportunity to object and have not objected.  The Company is not required to give you the opportunity to agree or object to disclosure if your condition would prevent you from doing so and the Company determines that disclosure is in your best interests.  The Company may also disclose PHI to notify your family members, personal representative(s) or other person(s) responsible for your care of your location or condition.  If you object to the use and disclosure of your PHI as described in this Section C, please notify the Company’s Privacy Officer in writing at the address set forth below.

D.
Uses and disclosures for which the Company is not required to secure your consent or authorization or provide you with the opportunity to object.  Use and disclosure of your PHI is allowed without your consent or authorization, and without giving you the opportunity to object, under the following circumstances:

(1)
When the use or disclosure is required by law.

(2)
When permitted for purposes of public health activities, including reports to public health authorities authorized by law to collect or receive information for the purpose of preventing or controlling disease. The Company is also permitted to use or disclose PHI if you have been exposed to a communicable disease or are at risk of spreading a disease or condition, if authorized by law.

(3)
When authorized by law to report information about abuse, neglect or domestic violence to public authorities, if there exists a reasonable belief that you may be a victim of abuse, neglect or domestic violence. In such case, the Company will promptly inform you that such a disclosure has been or will be made unless that notice would cause a risk of serious harm or such notice would be provided to your personal representative and the Company believes your personal representative may be responsible for the abuse, neglect or domestic violence giving rise to the report.

(4)
The Company may disclose your PHI to a public health oversight agency for health oversight activities au​thorized by law. This includes uses or disclosures in civil, administrative or criminal investigations; inspections; licensure and disciplinary actions; and other activities necessary for appropriate oversight of the health care system or government benefit programs (such as the Medicare and Medicaid programs).

(5)
The Company may disclose your PHI in the course of any judicial or administrative proceeding.  For example, your PHI may be disclosed in response to a subpoena or discovery request, subject to certain con​ditions.  One of those conditions is that, if the subpoena or discovery request is not accompanied by a court order, written assurances must be given to the Company that (i) the requesting party has made a good faith attempt to provide written notice to you, together with information sufficient to permit you to raise an objection, and (ii) you did not object or any objections were resolved in favor of disclosure by the court or tribunal.

(6)
When required for law enforcement pur​poses, as set forth in federal privacy regulations (for example, to report certain types of wounds).  The Company may also release certain PHI (i) upon request to law enforcement officials for the purpose of identifying or locating a suspect, material witness or missing person, (ii) about an individual who is or is suspected to be a victim of a crime, if the individual agrees to the disclosure or the Company is unable to obtain the individual's agreement because of emergency circumstances and certain other conditions are met.

(7)
To a coroner or medical examiner for the purpose of identifying a de​ceased person, determining a cause of death or performing other duties, all as authorized by law. The Company may also disclose a decedent’s PHI to a funeral director, consistent with appli​cable law, as necessary for the director to carry out his or her duties with respect to the decedent.

(8)
The Company may use or disclose PHI for re​search, subject to conditions imposed by federal and state law.

(9)
When consistent with applicable law, if the Company, in good faith, believes the use or disclosure of PHI is necessary to prevent or lessen a serious and imminent threat to the health or safety of a person or the public and the disclosure is to a person reasonably able to prevent or lessen the threat, including the target of the threat.

(10)
When authorized by and to the extent nec​essary to comply with workers' compensation or other similar programs established by law.

E.
Uses and disclosures that require your written authorization.  Except as otherwise indicated in this Notice, uses and disclosures of your PHI will be made only with your written authorization.  Uses and disclosures requiring your written authorization may include, for example, the use or disclosure of PHI for marketing purposes.  In addition, the Company is generally required to obtain your written authorization before using or disclosing psychotherapy notes about you.  Psychotherapy notes are separately-filed notes about your conversations with your mental health professional during a counseling session. They do not include summary information about your mental health treatment.  If you authorize the Company to use or disclose your PHI in a manner described in this paragraph, you have the right to revoke that authorization, in writing, at any time.  If you revoke your authorization, the Company will thereafter refrain from using or disclosing your PHI in the manner described in the authorization.  
II.
Your Rights Regarding Protected Health Information
You have certain rights regarding PHI held or maintained by the Company.  This section summarizes those rights.

A.
Right to Request Restrictions on the Company’s Use and Disclosure of PHI.  You have the right to request restrictions (in addition to those described in this Notice) on the Company’s use and disclosure of PHI under Sections I.B and I.C, above.  The Company is not required to agree with your request.  If we do agree, we will comply with your request unless the use or disclosure of the PHI in question is required to provide you with emergency treatment.  If you wish to request a restriction or limitation on our use or disclosure of PHI, as described in this paragraph, you must make your request in writing to the Company’s Privacy Officer at the address listed on the first page.  Upon receiving such request, we will notify you if we agree to your requested limitations.

B.
Right to Receive Confidential Communications.  You have the right to request that you receive communications of PHI from the Company in a certain way or at a certain location.  For example, you may request that the Company communicate with you only at work or by mail.  To make a request for confidential communications, please submit your request in writing to the Company’s Privacy Officer at the address listed on the first page.  You are not required to provide a reason for your request, and the Company will accommodate all reasonable requests.  Please be sure to specify in your request how or where you wish to be contacted.

C.
Right to Inspect and Copy Medical Information.  Subject to certain limitations, you have the right to inspect and obtain a copy of your PHI.  This includes most PHI maintained by the Company, except for psychotherapy notes and information compiled by the Company in anticipation of legal proceedings.  If you wish to inspect and copy your PHI, you must submit a request in writing to the Company’s Privacy Officer at the address listed on the first page.  If you request a copy of PHI, the Company may charge a fee to cover the cost of providing a copy of such information to you.  The Company is also permitted to deny your request to inspect and copy PHI under certain very limited circumstances.  If we do deny your request, you may (under most circumstances) request that the denial be reviewed, in which event that Company will select a licensed health care professional to review your request and our denial.  The Company will thereafter comply with the decision of the reviewing official.  The Company will respond to all requests for access to PHI under this paragraph within thirty (30) days by either (i) providing the requested access and/or copies of the requested information; (ii) notifying you in writing of its denial of your request and the reasons for the denial; or (iii) notifying you in writing of its inability to do so and of the date on which you may expect to receive the requested access and/or copies.

D.
 Right to Amend PHI.  You have the right to request that the Company amend PHI if you believe that such information is inaccurate or incomplete.  Your request must be in writing and directed to the Company’s Privacy Officer at the address listed on the first page.  Your request must contain your reason for believing that such information is inaccurate or incomplete.  The Company may deny your request for amendment if it determines that the information at issue:

(1)
was not created by the Company, unless you submit evidence providing a reasonable basis to believe that the originator of such PHI is no longer available to make the amendment;

(2)
is not part of the medical information maintained by the Company;

(3)
is not part of the PHI that you have the right to inspect and copy (as described above); or

(4)
is accurate and complete.

The Company will respond to all requests under this paragraph within sixty (60) days by either (a) agreeing to make the requested amendment(s); (b) notifying you in writing of the denial of your request and the reasons for denial; or (c) notifying you in writing of the Company’s inability to respond within 60 days and of the date on which you may expect a response.  If the Company denies your request, you have (i) the right to submit a written statement disagreeing with our denial, which will become part of your PHI, and (ii) certain additional rights.  Your additional rights and the manner in which a statement of disagreement should be submitted will be described in greater detail in the Company’s denial of your request.  

E.
Right to an Accounting of the Company’s Use and Disclosure of Your PHI.  You have the right to request an “accounting,” or list, of all disclosures by the Company of your PHI other than disclosures that are (i) described in Sections I.A(1), I.B, I.C or I.E of this Notice; (ii) made for national security or intelligence purposes; or (iii) made to law enforcement officials.  Your request for an accounting must be submitted in writing to the Company’s Privacy Officer at the address listed on the first page.  We are not required to list disclosures which took place before the Effective Date or that took place more than six (6) years prior to the date of your request.  The Company will respond to all requests under this paragraph within sixty (60) days by either (a) providing you with the requested accounting, or (b) notifying you in writing of the Company’s inability to respond within 60 days and of the date on which you may expect a response.  If you make more than one request under this paragraph within a twelve (12) month period, the Company will impose a fee to cover its costs in providing the requested information.

F.
Right to Paper Copy.  You have a right to receive a paper copy of this Notice, even if you have received a copy of this Notice electronically, upon request.  If you desire to receive this Notice electronically, you may do so by sending an e-mail to our Privacy office at wadenield@hotmail.com, or by visiting our web site, see www.feet1stshoes.com.  For a paper copy of this Notice, please submit a request in writing to the Company’s Privacy Officer at the address listed on the bottom of this page.
III.
Other Requirements with respect to PHI

A.
Minimum Necessary Standard.  When using or disclosing PHI or when request​ing PHI from another covered entity, the Company is required by law to use its reasonable efforts not to use, disclose or re​quest more than the minimum amount of PHI neces​sary to accomplish the intended purpose of the use, disclosure or request, taking into consideration prac​tical and technological limitations.  However, the “minimum necessary” standard described in this paragraph will not apply in the following situations:

(1)
Disclosures to or requests by a health care provider for treatment;
(2)
Disclosures made to you;
(3)
Disclosures authorized by you;
(4)
Disclosures to the U.S. Department of Health and Human Services; and
(5)
Uses or disclosures that are required by law or for the Company to comply with the law.


B.
Personal Representatives.  You may generally exercise your rights through a personal representative. Your personal representative will be required to produce evidence of his/her authority to act on your behalf before that person will be given access to your PHI or allowed to take any action for you.  Proof of such authority may take one of the fol​lowing forms:


(1)
A power of attorney for health care purposes, notarized by a notary public;

(2)
A court order appointing the person as the conservator or guardian of the individual;

(3)
An individual who is the parent of a minor child; or

(4) 
Any other form permitted by State law.

The Company retains discretion to deny access to your PHI to a personal representative to provide protection to those people who depend on others to exercise their rights under these rules and who may be subject to abuse or neglect. This also ap​plies to personal representatives of minors.

C.
De-identified Information.  This Notice does not apply to information that has been de‑identified.  De‑identified information is information that does not identify an individual and with respect to which there is no reasonable basis to believe that the information can be used to identify an individual.


IV.
Changes to this Notice

The Company is required by law to maintain the privacy of your PHI and to provide you with this Notice so that you are aware of our obligation to protect such information.  For so long as this Notice remains in effect, the Company is required by law to comply with the terms of this Notice.  

However, we reserve the right to change this Notice at any time and in any manner that is permitted under applicable law.  We also reserve the right to make the new Notice provisions effective for all of your PHI in the Company’s possession on the date of any such amendment, as well as for any information the Company thereafter receives or generates.  If we change the contents of this Notice, we will promptly post a copy of the revised Notice in a clear and prominent location at the Company and will make the revised Notice available at the Company.  In addition, you may always request a copy of the current Notice at any time, as described above.

V.
Complaints

You have the right to file a complaint with the Company or with the Secretary if you believe that your privacy rights have been violated.  If you wish to file a complaint with the Company, please contact the Company’s Privacy Officer at the address listed on the first page.  All complaints must be submitted in writing.  The Company will not penalize or discriminate against you in any manner if you choose to file a complaint.

EXHIBIT C
Model Response to Subpoenas Duces Tecum

Date: ______________________
By U. S. Mail and Facsimile

Requesting Attorney Address:
_______________________________

_______________________________

_______________________________

_______________________________

Re:
Subpoena of DMEPOS/medical Records of Patient Name: _______________________________

Case Name and Docket Number: __________________________________________________
To Whom It May Concern:


Feet 1st Shoes, Inc. doing business as Feet 1st Shoes (the “Company”) has received your subpoena for the DMEPOS/medical records of the above named patient in connection with the above case.  In accordance with Sate law and the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), we are required to obtain satisfactory assurances that you have made reasonable efforts to notify the named individual of the subpoena and that no motion to quash or other objection is pending.


The Company will release the requested information upon receipt of your certification that (1) you have made a good faith attempt to provide written notice to the above individual at the individual’s last known address; (2) the notice included sufficient information about the litigation or proceeding in which the information is requested to permit the individual to raise an objection to the court; and (3) the time for the above-named individual to raise objections to the court has elapsed, and either no objections were filed or all objections have been resolved by the court and the disclosures being sought are consistent with such resolution.  State law permits individuals to object to a subpoena duces tecum within a certain number of days after service of the subpoena (15 days for most States).  Please provide us with appropriate written certification on or after ____________________.


Please certify in writing that the above conditions are met and that you will be responsible for the costs of assembling and copying all documents covered by this subpoena.

Sincerely, 

Wade M. Nield, C.Ped.
Privacy Officer
NOTE:  This form response should be reviewed by an attorney and revised as needed to comply with applicable state law.

EXHIBIT D
BUSINESS ASSOCIATE AGREEMENT

Date: ________________________________________

Business Associate: ____________________________________________________________________


THIS BUSINESS ASSOCIATE AGREEMENT (this “Agreement”) is entered into and effective as of the date listed above, between Feet 1st Shoes, Inc. doing business as Feet 1st Shoes (the “Company”) and, the business associate company listed above (“Associate”).

W I T N E S S E T H:


WHEREAS, Associate provides valuable services to Company (the “Services”); and 

WHEREAS, the Services constitute, in whole or in part, services described in the definition of “business associate” set forth in Title 45, Section 164.103 of the Code of Federal Regulations (“CFR”); and


WHEREAS, in connection with the provision of Services, Associate requires access to certain patient information maintained by Company in order to fulfill its obligations to Company and/or to conduct its own business; and


WHEREAS, Company and Associate desire to enter into this Agreement in order to ensure that Associate’s access to and use or disclosure of any and all information relating to Company’s patients complies fully with the requirements of the Health Insurance Portability and Accountability Act of 1996, as amended, and regulations promulgated thereto by the Department of Health and Human Services (“HHS”) and codified at 45 CFR Parts 160 and 164, as amended from time to time, including without limitation (i) the Privacy Standards for the Protection of Health Information set forth at 45 CFR Part 164, Subparts A and E, and (ii) the Security Standards for the Protection of Electronic Protected Health Information set forth at 45 CFR Part 164, Subpart C (the statute and regulations are hereinafter collectively referred to as “HIPAA”).  


NOW, THEREFORE, in consideration of the mutual covenants and promises more fully set forth herein, and intending to be legally bound hereby, the parties hereto agree as follows:

1.
Definitions.

a.
“Protected health information” shall be defined in accordance with 45 CFR § 164.501, as amended from time to time.  At a minimum, protected health information shall include all individually identifiable health information pertaining to any current or former patient of Company that is transmitted or maintained in any electronic or other form or medium.  

b.
“Individually identifiable health information” shall be defined in accordance with 45 CFR § 164.501, as amended from time to time, and for purposes of this Agreement shall mean such information relating to a current or former patient of Company that is furnished by Company to Associate or created by Associate for or on behalf of Company (including without limitation demographic information collected from a current or former patient of Company), and (i) is created or received by Company, Associate or another health care provider, health plan, employer, or healthcare clearinghouse; (ii) relates to the past, present or future physical or mental condition of a current or former patient of Company, the provision of health care services to such patient, or the past, present or future payment for the provision of health care to such patient, and (iii) that identifies the patient, or for which there is reasonable basis to believe the information can be used to identify the patient.

c.
“Privacy Standards” shall mean the Privacy Standards for the Protection of Health Information set forth at 45 CFR Part 164, Subparts A and E, as amended from time to time.  

d.
“Electronic protected health information” shall be defined in accordance with 45 CFR § 160.103, as amended from time to time.

e.
“Security Standards” shall mean the Security Standards for the Protection of Electronic Protected Health Information set forth at 45 CFR Part 164, Subpart C, as amended from time to time.

f.
Except as otherwise specified in this Agreement, terms used in this Agreement shall be interpreted in a manner consistent with and necessary for Company to comply with the Privacy Standards and the Security Standards.
2.
Disclosure to Associate.  Nothing in this Agreement shall be construed to require Company to furnish or disclose to Associate any protected health information or other information relating to Company’s patients.  The parties acknowledge that Company may be required to furnish to Associate certain protected health information in order to permit Associate to meet its obligations to Company.  This Agreement is intended solely to require and ensure that Associate’s use or disclosure of such protected health information complies fully with the Privacy Standards.

3.
Use of Protected Health Information.  Associate agrees to use protected health information received by Associate from Company or created by Associate on behalf of Company solely in its capacity as a business associate to the Company, and only to the extent necessary:  (i) to meet its obligations to Company; (ii) for the proper management and administration of Associate; and (iii) to carry out Associate’s legal responsibilities.  Associate shall not use protected health information for any other purpose, or in any manner that would constitute a violation of the Privacy Standards.

4.
Disclosure of Protected Health Information.  Associate may disclose protected health information only in a manner permitted pursuant to this Agreement or as required by law.  To the extent Associate discloses protected health information to any third party, the Associate shall, prior to making any such disclosure and in addition to the assurances required by Section 7 of this Agreement, obtain:  (i) reasonable assurances from such third party that the protected health information will be held confidential as required by this Agreement and used or further disclosed only as required by law or for the specific purpose for which it was disclosed to such third party; and (ii) the written agreement of such third party to notify immediately Associate of any breach of the confidentiality of such protected health information, to the extent such third party obtains knowledge of such breach.  Associate shall not disclose protected health information received from Company for any other reason, or in any manner that would constitute a violation of the Privacy Standards.

5.
Safeguards.  Associate agrees to implement and utilize safeguards to prevent the use or disclosure of protected health information for any purpose other than as expressly provided for in this Agreement.  Upon request therefor, Associate will provide Company with information regarding the nature of such safeguards and the effectiveness of their implementation and maintenance.

6.
Reporting and Mitigation.  Associate agrees to (a) report immediately to Company in writing any use or disclosure of protected health information not provided for in this Agreement of which Associate becomes aware; and (b) take such actions as may reasonably be requested by Company or as may reasonably be required to mitigate the effects of any use or disclosure of protected health information by Associate or any of its contractors, employees or affiliates in violation of this Agreement.   

7.
Third Parties.  Associate shall require that any agent, subcontractor or other third party to whom it is permitted or required to provide protected health information pursuant to this Agreement agree in writing to the same restrictions and conditions that apply to Associate with respect to such protected health information.  Upon request therefor, Associate shall furnish Company with documentation regarding such third party agreements.

8.
Access to Protected Health Information.  

a.
Associate agrees to make available to any patient of Company access to protected health information promptly following a request by Company therefor in accordance with 45 CFR § 164.524, as amended from time to time.  In the event that any patient requests access to protected health information directly from Associate, the Associate shall immediately forward such request to Company, and Company shall notify Associate if there is any basis on which to deny such access to protected health information.  In all cases, Associate shall abide by the determination of Company regarding any full or partial denial of access to such protected health information to any patient of Company.

b.
Upon request by Company for access to protected health information about a current or former patient of Company, Associate will make such protected health information available to Company for the amendment of the patient’s protected health information or any record set which includes information regarding the patient.  Associate shall provide such information to the Company for amendment and shall incorporate any such amendments in the protected health information used and disclosed by Associate in accordance with this Agreement, as required by 45 CFR § 164.526, as amended from time to time.  

c.
During the term of this Agreement, Associate shall maintain, and furnish to Company upon request, such information as is required to assist Company in making an accounting of disclosures of protected health information relating to current or former patients of Company and in Associate’s possession pursuant to 45 CFR § 164.528, as amended from time to time.  In the event that any such request for an accounting is made directly to Associate, Associate shall immediately notify Company in writing of such request, and Company shall be responsible for the preparation and delivery of any such accounting.  In order to permit Company to undertake such an accounting, Associate shall, upon request, furnish Company with the following information:  (i) the date of all disclosures of protected health information by Associate to any third party; (ii) the name of the third party receiving such protected health information, and the address of such third party, if known; (iii) a brief description of the protected health information disclosed; (iv) a brief statement of the basis and purpose of such disclosure; and (v) such other information as reasonably requested by Company regarding such protected health information.  Notwithstanding the foregoing to the contrary, however, under no circumstances shall Associate be required to maintain information regarding disclosures described in 45 CFR § 164.528(a)(1)(i) through (ix), as amended from time to time, for which the parties agree Company is not required to furnish an accounting pursuant to 45 CFR § 164.528.

9.
Security Provisions.  Notwithstanding any other provision of this Agreement or the underlying agreement to the contrary, 

a.
Security Safeguards.  Associate shall implement administrative, physical, and technical safeguards that reasonably and appropriately protect the confidentiality, integrity, and availability of the electronic protected health information that it creates, receives, maintains, or transmits on behalf of Company, as required by the Security Standards.

b.
Agents.  Associate shall ensure that any agent, including a subcontractor, to whom it provides Electronic Protected Health Information that Associate creates, receives, maintains, or transmits on behalf of Company agrees in writing to implement reasonable and appropriate safeguards to protect such information.

c.
Security Incidents.  Associate shall report to Company any security incident of which it becomes aware.  For purposes of this Agreement, the term “security incident” means the attempted or successful access, use, disclosure, modification or destruction of Electronic Protected Health Information to which this Agreement applies or interference with system operations in any information system of Company, Associate or any subcontractor or agent of Associate.

10.
Disclosure of Books and Records.  Associate agrees to make its internal practices, books and records relating to the use and disclosure of protected health information received from, or created or received by Associate on behalf of, Company available to the Secretary of HHS for purposes of determining Company’s compliance with the Privacy Standards.  

10.
Termination of this Agreement.  In the event that Company reasonably determines that Associate has violated a material term of this Agreement, Company may, upon written notice, terminate this Agreement and any underlying agreement(s) between the parties.  Notwithstanding any termination of this Agreement as permitted hereunder, the obligation of Associate to comply with Privacy Standards with respect to any current or former patient of Company shall survive such termination.  

11.
Responsibilities Upon Termination.  Upon the termination of this Agreement and/or the underlying agreement(s) between the parties, Associate shall, if feasible, return or destroy all protected health information received from, or created or received by Associate on behalf of, Company that Associate or any contractor, agent or associate of Associate still maintains in any form and retain (and permit any such contractor, agent or associate to retain) no copies of such information or, if such return or destruction is not feasible, extend (and cause any such contractor, agent or associate to extend) the protections of this Agreement to such protected health information and limit further uses and disclosures thereof to those purposes that make the return or destruction of the information infeasible.

12.
Extended Responsibilities of Associate.  In addition to meeting its obligations under this Agreement, Associate shall ensure that its directors, shareholders, members, employees, subsidiaries, affiliates, successors and assigns comply fully with the terms and requirements of this Agreement as if such parties were themselves directly a party to this Agreement.

13.
Modification of Agreement.  This Agreement shall remain in full force and effect throughout the term hereof, and may not be modified except in a writing executed by both parties hereto.  Notwithstanding the foregoing, however, in the event of any amendment or modification of the Privacy Standards, this Agreement shall be deemed modified to the extent required to ensure continued compliance with such amended or modified Privacy Standards.

IN WITNESS WHEREOF, the parties hereto have entered into this Agreement as of the date first set forth above by executing the Agreement in the space provided below.







BUSINESS ASSOCIATE







By: _________________________________







Its:








COMPANY 






By:  Wade M. Nield, C.Ped.






Its:  Privacy Officer

EXHIBIT E
PRIVACY COMPLIANCE AND TRAINING CERTIFICATE

Date: _______________________

I, ___________________________________________, hereby certify that:

1.
I am an employee or contractor of Feet 1st Shoes, Inc. doing business as Feet 1st Shoes (the “Company”) and, during the term of my services to the Company, I may have access to patient DMEPOS/medical records (“Records”).  I am aware that these Records may contain Protected Health Information (“PHI”), as defined in 45 C.F.R. § 164.501.

2. 
I am aware that the disclosure of PHI is governed both by federal privacy standards promulgated under the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”) and state law.  On the date set forth below, I participated in training regarding the Company’s policies and procedures for complying with the HIPAA privacy standards and related requirements of state law.  

3.
I have received and reviewed the Company’s notice of privacy policies and other policies and procedures governing the use and disclosure of PHI and compliance with the HIPAA privacy standards and related requirements of state law.  I have had the opportunity to ask questions about the Company’s policies and procedures and fully understand them.

4.
I have been advised that the Company’s Privacy Officer is Wade M. Nield, C.Ped. and that I should request guidance on all privacy matters from the Privacy Officer.


5.
I understand and will comply with the HIPAA privacy standards, state law and the Company’s privacy policies, as any of them may be amended from time to time.  I specifically agree that I will keep PHI confidential and will access, use, and disclose it only in accordance with the HIPAA privacy standards, state law and the Company’s privacy policies.  I understand that any violation of the Company’s privacy policies or of my obligations under this paragraph may result in sanctions by the Company, up to and including termination of my engagement.

______________________________

Signature

______________________________

Printed Name

I understand that nothing set forth in this Certificate shall, of itself, create or be deemed to create an employer-employee relationship between the above-named individual and the Company.

Feet 1st Shoes • 8535-9 Baymeadows Road • 

Jacksonville, Florida  32256 • 904-731-3338

Feet 1st Shoes • 8535-9 Baymeadows Road • 

Jacksonville, Florida  32256 • 904-731-3338

